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Service



©2019 VMware, Inc. 3

Web App

Software as a Service

Address: 192.168.0.10
Port: 9000
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Google Docs

Software as a Service

Address: docs.google.com
Port: 80
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Web App

A Monolithic Web App

Module Module Module Module

Database
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Docs App

A Monolithic Web App
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Overall Failure
Slow Delivery
Bounded Scaling
Technology Lock-In
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The Microservices Architecture

Isolation
Faster Delivery
Scalability
Independence
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Service Discovery

Service B

Service Registry

Service A

Register Lookup

Connect

Service Discovery & 
Management Library



©2019 VMware, Inc. 9

The Microservices Architecture

User
Service (.js)

Storage
Service (.rb)
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Service (.py)

Export
Service (.go)
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Web UI Apache
ZooKeeper

Apache ZooKeeper Client
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Challenges with Microservices
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What is a Service Mesh?

• Dedicated infrastructure layer 

• Handles service-to-service communication

• Manages complex topology of services

• Array of lightweight network proxies

• Deployed alongside application code

• Doesn’t need the application to be aware
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Service Mesh Implementations
Data Plane Control Plane

nginMesh

Istio

Ambassador
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Istio Architecture

Pilot Mixer Citadel

Control Plane API

Pod

Proxy
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Benefits of a Service Mesh

Discoverable
Services can find 

each other

Resilient
Built-in 

robustness 
frameworks, load 
balancing & test 

infrastructure

Configurable
Configure 
services 

dynamically at 
runtime

Observable
Standardized 

metrics, logging, 
monitoring & 
distributed 

tracing

Secure
Encrypt and 

protect service 
communication
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Istio Demo

• Kubernetes Setup

• Istio Setup

• Bookinfo Sample

• Request Routing

• Metrics Dashboard

• Distributed Tracing

• Service Graph
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Istio
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Envoy Proxy

The Envoy Proxy

Filter Filter Filter Filter

xDS APIs Stats Tracing

Requests &
Responses

Configuration

Prometheus Jaeger

gRPC – JSON Transcoder
Rate Limiting

Se
rv

ic
e



©2019 VMware, Inc. 33

Pros & Cons of Service Mesh

Pros Cons

• Generic functionality is decoupled 

from Microservice code

• Freedom to choose the 

Microservice implementation 

language

• Standardized Tracing, Logging, 

Security, Access Control, etc.

• Service calls go through an extra 

hop i.e. the proxy sidecar

• Addresses only a subset of 

problems

• Not fully ready for large scale 

deployments
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Thank You
istio.io

envoyproxy.io

venilnoronha.io

venilnoronha
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